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Memory Analysis overview

How do we analyse memory?

We need to emulate the way code looks at memory.



Data Structures

typedef unsigned char uchar;

enum {
  OPT1,
  OPT2
} options;

struct foobar {
    enum options flags;
    short int bar;
    uchar *foo;
}

It is generally not possible to predict 
the memory layout of a C struct 
without knowing external factors:
● Alignment
● Endianess
● Bit size (64/32 bit)
● Compiler
● Optimizations etc

Unless packed structs.



Example memory analysis technique

● Listing processes
○ Find the global kernel symbol 

"PsActiveProcessHead"
○ Follow the linked list _EPROCESS.

ActiveProcessLinks to find all _EPROCESS structs.
○ Print _EPROCESS.ImageFileName

Kernel Constant

Struct Offset

Struct Offset



Data Structures

typedef unsigned char uchar;

enum {
  OPT1,
  OPT2
} options;

struct foobar {
    enum options flags;
    short int bar;
    uchar *foo;
}

Debugging symbols contain the exact layout of all data 
structures.

Can use them to get struct offset AND kernel global 
constants.



What do PDB files look like?

Source Code

Binary PDB File GUID

1. Each time the binary is built, a GUID is generated.
2. The debugging symbols are stored in a PDB file.
3. The executable is shipped.
4. PDB files can be made available publicly on a symbol server.



Historical perspective

● Older tools have profiles embedded inside the tool.
○ Profile is pre-generated from an exemplar of an OS 

version released.
■ e.g. Win7SP1x64

○ Profile is embedded inside the tool
○ We assume profile is applicable to all releases of 

this version.
○ Profile only contains structs - no use of global offsets 

from PDB file.
○ Global offsets are deduced by scanning.



Can we always guess kernel globals?





Can we do better?

● Rekall chooses to rely on constants obtained from 
debugging symbols.
○ Pros

■ Better coverage of symbols, especially ones that 
are not exported.

○ Cons
■ We need to wait for Microsoft to make a pdb file 

available for us to use.



Lets evaluate this approach.

● Basic assumption in Volatility:
○ Struct layout does not change between major and 

minor versions.
■ An exemplar from a particular version will apply 

to all kernels from that version.
○ Kernel global symbols vary too much between major 

and minor versions to hard code
■ Therefore we need to scan for them.



Windows profiles.









Result

● Assumption is mostly validated for the kernel
○ Struct offsets do not vary per version.
○ Kernel constant very wildly.

● So the Volatility approach should work in most cases!







There are some problems

● Sometimes even struct layout changes within the 
major/minor version release cycle.

● Mr. Hale is an expert reverse engineer
○ He can figure out the correct struct layout by looking 

at the disassembly.
○ He knows how to change the program to account for 

this version.
○ We don't really know how to reproduce:

■ What function was reversed?
■ Which instructions should we look at?



We need automated reversing

● First approach:
○ Look at the data and surrounding context











2: Reverse Engineering code

● We need a reproducible and robust reverse engineering 
method
○ Expert makes the initial reversing analysis
○ Machine parseable method of documenting the 

finding.
○ Repeatable analysis on similar code variants.



tagDESKTOP:
  PtiList:
  - - Disassembler
    - rules:
      - MOV $var1, *grpdeskRitInput
      - TEST $var1, $var1
      - MOV $var1, [$var1+$rpwinstaParent]
      - MOV $pdesk, [$var1+$rpdeskList]
      - LEA *, [$pdesk+$out]
      start: win32k!SetGlobalCursorLevel
      target: Pointer
      max_separation: 300

  pheapDesktop:
  - - Disassembler
    - rules:
      - MOV $var1, [*+$out]
      - CALL *RtlAllocateHeap
      start: win32k!DesktopAlloc
      target: Pointer

  rpdeskNext:
  - - Disassembler
    - rules:
      - MOV $var1, [$var2+$out]
      - TEST $var1, $var1
      - JZ *
      - MOV *CX, $var1
      - CALL *ObQueryNameInfo
      start: win32k!ParseDesktop
      target: Pointer





Repeat analysis with undocumented structures





● Scanning for constants in undocumented code is 
extremely difficult.
○ Often requires the automated disassembly of 

function call sites.
○ Often loses context (e.g. which session does this 

win32k object belong to?).
○ Quite slow.

● We want to be able to use known versions
○ Just extract constants from the PDB files.



What does a Rekall profile look like?

{ "$CONSTANTS": {
 "CmNtCSDVersion": 718856, 
...
 "$ENUMS": {
  "BUS_QUERY_ID_TYPE": {
   "0": "BusQueryDeviceID", 
   "1": "BusQueryHardwareIDs", 
...
 "$FUNCTIONS": {
  "ADD_MAP_REGISTERS": 606670, 
...
 "$METADATA": {
  "ProfileClass": "Nt", 
  "arch": "I386"
...
 "$STRUCTS": {
  "BATTERY_REPORTING_SCALE": [8, {
   "Capacity": [4, ["unsigned long", {}]], ...

● File is a JSON data structure.
● Divided into Sections:

○ $CONSTANTS
○ $FUNCTIONS
○ $METADATA
○ $STRUCTS



$STRUCT section.

{ "_EPROCESS": [624, {
   "AccountingFolded": [548, ["BitField", {
    "end_bit": 2, 
    "start_bit": 1, 
    "target": "unsigned long"
    }]], 
   "ActiveProcessLinks": [160, ["_LIST_ENTRY", {}]], 
   "ActiveThreads": [376, ["unsigned long", {}]], 
   "AddressCreationLock": [232, ["_EX_PUSH_LOCK", {}]], 
   "AddressSpaceInitialized": [552, ["BitField", {
    "end_bit": 12, 
    "start_bit": 10, 
    "target": "unsigned long"
    }]], 
   "AffinityPermanent": [548, ["BitField", {
    "end_bit": 19, 
    "start_bit": 18, 
    "target": "unsigned long"...

Struct Size

Struct Name

Member Offset

Member Type

Arguments to 
the member 
type.



$CONSTANTS and $FUNCTIONS

"NtAlpcSendWaitReceivePort": 2207436, 
  "NtAlpcSetInformation": 1805611, 
  "NtApphelpCacheControl": 2308968, 
  "NtAreMappedFilesTheSame": 2367400, 
  "NtAssignProcessToJobObject": 1912487, 
  "NtBuildGUID": 411132, 
  "NtBuildLab": 410688, 
  "NtBuildLabEx": 410912, ...

● These addresses come directly from Microsoft Debugging symbols.
○ Identical to the way the kernel debugger works.
○ No need to scan, guess or otherwise deduce symbol addresses.

Constant name
Constant offset (Relative to 
the kernel base).



Rekall Profiles - JSON files

● A profile file is a data structure which represents all the 
information needed to parse OS specific memory.
○ Files are stored in the public profile repository:

■ http://profiles.rekall-forensic.com
○ Windows Profiles are identified by GUID.

Revision c39b14f8dca9: /nt/GUID
[Project Page]

● ..
● 00625D7D36754CBEBA4533BA9A0F3FE22.gz
● 0100FCDAFD4049B8B06005EC07705A1F2.gz
● 01DDCBD82AEB46BEAFCDC6A409E3B1D31.gz
● 01DF28C698D84DEBB1A74254C3AF800E2.gz
● 03185083233249D9BB747EA777B80C982.gz
● 04FB9A156FF44ECCA6EBCAE9617D8DB73.gz
● 05A6F49C5DD848FF983459421A78F1232.gz

Profiles for nt kernel 
are stored here.

Every single kernel 
build has a unique 
GUID.

http://profiles.rekall-forensic.com
http://profiles.rekall-forensic.com
http://profiles.rekall.googlecode.com/
http://profiles.rekall.googlecode.com/git/nt/
http://profiles.rekall.googlecode.com/git/nt/
http://profiles.rekall.googlecode.com/git/nt/GUID/00625D7D36754CBEBA4533BA9A0F3FE22.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/00625D7D36754CBEBA4533BA9A0F3FE22.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/0100FCDAFD4049B8B06005EC07705A1F2.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/0100FCDAFD4049B8B06005EC07705A1F2.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/01DDCBD82AEB46BEAFCDC6A409E3B1D31.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/01DDCBD82AEB46BEAFCDC6A409E3B1D31.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/01DF28C698D84DEBB1A74254C3AF800E2.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/01DF28C698D84DEBB1A74254C3AF800E2.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/03185083233249D9BB747EA777B80C982.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/03185083233249D9BB747EA777B80C982.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/04FB9A156FF44ECCA6EBCAE9617D8DB73.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/04FB9A156FF44ECCA6EBCAE9617D8DB73.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/05A6F49C5DD848FF983459421A78F1232.gz
http://profiles.rekall.googlecode.com/git/nt/GUID/05A6F49C5DD848FF983459421A78F1232.gz


Profile Indexes

Problem statement: Set membership: 
● Given a set of binaries, is this binary in the set, and 

which one is it?

Solution:
● Generate a sample of data points in each binary and 

build a decision tree.



Conceptual overview

XYZ

XYZ

XYZ

AB

AB

AB

Known Data

Binary mapped into memory imageXYZ AB



Potential Complications

● Not all pages in binary are always readable:
○ Must discount comparison points in unreadable 

pages -> weakens signatures.
● How many points should we use?
● Sometimes we do not have the actual binary - we only 

have the binary GUID.
○ Deduce data in binary purely from symbol 

information:
■ Functions have known preamble.
■ String constants have debug symbols.



path: nt
symbols:
  -
    name: "str:KernelSpace"
    data:
      - "str:KernelSpace"

  -
    name: "str:ZwQueryInformationFile"
    data:
      - "str:ZwQueryInformationFile"

   name: ExEnumHandleTable
    data: ["90"]
    shift: -1

  -                                                                                                                                                                    
    name: FsRtlAllocateFileLock
    data: ["90"]
    shift: -1

  

Symbol Name (Usually mangled)

Probably what the address contains.

Before each function - NOP slide.



Result index
{
 "$INDEX": {
  "nt/GUID/00625D7D36754CBEBA4533BA9A0F3FE22": [[2038160, ["4b65726e656c5370616365"]], 
[3601204, ["4952505f4d4e5f51554552595f4445564943455f54455854"]], [253980, ["410\
0500050005f004e0041004d004500"]], [120086, ["90"]], [2559256, ["90"]], [137962, ["90"]], [2500200, 
["90"]], [2569084, ["90"]], [206055, ["90"]], [630264, ["90"]], [10\
4589, ["90"]]],
  "nt/GUID/0100FCDAFD4049B8B06005EC07705A1F2": [[463544, 
["5a775175657279496e666f726d6174696f6e46696c65"]], [2197832, 
["4952505f4d4e5f51554552595f4445564943455f544558\
54"]], [206384, ["4100500050005f004e0041004d004500"]], [299937, ["90"]], [1174215, ["90"]], 
[113888, ["90"]], [1339912, ["90"]], [1746854, ["90"]], [236722, ["90"]], \
[264355, ["90"]]],

Profile Name

Offset in binary.

Expected data.



Conclusions

● Validating assumptions about kernel versions.
○ Will our analysis work in every case?

■ Maybe not
● Develop methods for automated reverse engineering

○ Helps to document expert effort.
○ Helps to repeat on many samples.

● Towards fully automated Linux profile generation!
○ Given a binary kernel image, calculate the correct 

profile automatically.



http://www.rekall-forensic.com/
Sorry, Quaid. Your whole life is just a dream.

See you at the party, Richter!

http://www.rekall-forensic.com/
http://www.rekall-forensic.com/

